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CHAPTER 93H. SECURITY BREACHES

[ Chapter 93H added by 2007, 82, Sec. 16 effective October 31, 2007.]

Chapter 93H: Section 2. Regulationsto safeguard personal information of commonwealth
residents

[ Text of section added by 2007, 82, Sec. 16 effective October 31, 2007.]

Section 2. (a) The department of consumer affand business regulation shall adopt regulations
relative to any person that owns or licenses peaisonformation about a resident of the
commonwealth. Such regulations shall be designeafieguard the personal information of residents
of the commonwealth and shall be consistent wite fafeguards for protection of personal
information set forth in the federal regulationswvayich the person is regulated. The objectivedef t
regulations shall be to: insure the security andfidentiality of customer information in a manner
fully consistent with industry standards; proteghiast anticipated threats or hazards to the dgcuri
or integrity of such information; and protect agadinnauthorized access to or use of such informatio
that may result in substantial harm or inconvergetoacany consumer. The regulations shall take into
account the person's size, scope and type of lassitee amount of resources available to such
person, the amount of stored data, and the neesktarity and confidentiality of both consumer and
employee information.

(b) The supervisor of records, with the advicd aonsent of the information technology division to
the extent of its jurisdiction to set informatia@thnology standards under paragraph (d) of sed#on
of chapter 7, shall establish rules or regulatidasigned to safeguard the personal information of
residents of the commonwealth that is owned onBee. Such rules or regulations shall be applicable
to: (1) executive offices and any agencies, depants) boards, commissions and instrumentalities
within an executive office; and (2) any authorityeated by the General Court, and the rules and
regulations shall take into account the size, s@mktype of services provided thereby, the amount
of resources available thereto, the amount of dtde¢a, and the need for security and confidettiali
of both consumer and employee information. The alyes of the rules or regulations shall be to:
insure the security and confidentiality of persomébrmation; protect against anticipated threats o
hazards to the security or integrity of such infation; and to protect against unauthorized acaess t
or use of such information that could result insahtial harm or inconvenience to any residenhef t
commonwealth.

(c) The legislative branch, the judicial brantte attorney general, the state secretary, the stat
treasurer and the state auditor shall adopt rutesegulations designed to safeguard the personal
information of residents of the commonwealth foeithrespective departments and shall take into
account the size, scope and type of services pedviy their departments, the amount of resources
available thereto, the amount of stored data, &edneed for security and confidentiality of both
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consumer and employee information. The objectifaberules or regulations shall be to: insure the
security and confidentiality of customer information a manner fully consistent with industry
standards; protect against anticipated threats amards to the security or integrity of such
information; and protect against unauthorized axte®r use of such information that could result i
substantial harm or inconvenience to any residetiteocommonwealth.
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